-It requires much computation time.
In 2008, provably secure 2 nd -order masking method was proposed.
-It is dedicated to order 2 and also requires much computation time.
In 2010, provably secure higher-order masking method was proposed.
-The security for all order was proven.
-This method can considerably reduce the computation time.
-But, it is still slow and not practical to use in embedded processors. 
Original cipher Masked cipher
Higher-Order DPA & Higher-Order Masking of AES Higher-order masking scheme of non-linear operation -Most of the cost for higher-order masking scheme is required by non-linear operation.
-In the case of AES, to construct the higher-order masking scheme in all previous works, the most important consideration has been to mask S-box operation.
Higher-order masking of AES S-box [18]
-AES S-box is defined by a multiplicative inverse x (-1) and an affine transformation A f -Masking the affine transformation O←A f (I) is easy
and
• 
Inversion Operation over a Composite Field [21]
-This operation has been proposed to reduce the cost of AES SubBytes.
-Order of Operations
• Transform an element over GF (2 8 ) into an element over the composite field having low inversion cost.
• Compute the inverse of this transformed element over composite field.
• Carry out the inverse mapping into the element over GF (2 8 ). • Using the composite field operation over GF( (2 2 ) 2 ) similarly to the masked operation over GF(( (2 2 ) 2 ) 2 ) :
requires as many table lookup operations as that over GF(( (2 2 ) 2 ) 2 ).
• The addition chain of x 14 to minimize the number of multiplications :
14
Algorithm. GF (2 4 • However, some microcontrollers like 8051 and AVR family support a single SWAP operation, which swaps high and low nibbles in a register.
• To get the random nibbles, we split 1 random byte into two nibbles. 
